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Abstract

In the complex virtual environment of cyberspace, comprised of digital and communication
networks, ensuring the security of information is being recognized as an ongoing challenge.
The importance of 'Cyber Situation Awareness (CSA)' is being emphasized in response to this.
CSA is understood as a vital capability to identify, understand, and respond to various cyber
threats and is positioned at the heart of cyber security strategies from a defensive perspective.
Critical industries such as finance, healthcare, manufacturing, telecommunications,
transportation, and energy can be subjected to not just economic and societal losses from cyber
threats but, in severe cases, national losses. Consequently, the importance of CSA is being
accentuated and research activities are being vigorously undertaken. A systematic five-step
approach to CSA is introduced against this backdrop, and a deep analysis of recent research
trends, techniques, challenges, and future directions since 2019 is provided. The approach
encompasses current situation and identification awareness, the impact of attacks and
vulnerability assessment, the evolution of situations and tracking of actor behaviors, root cause
and forensic analysis, and future scenarios and threat predictions. Through this survey, readers
will be deepened in their understanding of the fundamental importance and practical
applications of CSA, and their insights into research and applications in this field will be
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enhanced. This survey is expected to serve as a useful guide and reference for researchers and
experts particularly interested in CSA research and applications.

Keywords: Cyber Situation Awareness, Cyber Security, Cyber Threat Intelligence, Cyber
Intelligence Preparation of the Battlefield, Monitoring

1. Introduction

Cyberspace is defined as a virtual information space based on digital technology and

communication networks, especially the internet [1]. Unlike the physical world, cyberspace is
constructed through digital data and interactions, comprising interactions among individuals,
institutions, and devices in a network-based environment [2-4]. Ensuring the safety of
information and data in such a complex and dynamic environment is seen as a significant
challenge. The need for CSA, the ability to recognize, understand, and predict various threats
in cyberspace, is increasingly highlighted. CSA is described as the capability to recognize,
understand, and predict various cyber threats occurring in today's network environment [5-6].
Such situational awareness is not merely limited to protecting information assets from serious
cyber threats but is considered a core element of an organization's overall cyber security
strategy [6].

Due to the vast influence of cyberspace, awareness of the importance of CSA is progressively
being heightened in various industrial sectors. In key sectors such as finance, healthcare,
manufacturing, telecommunications, transportation, and energy, this recognition is now being
considered as a core competence of enterprises, resulting in extensive research being
conducted [7-10]. Technical, organizational, and strategic aspects of CSA are encompassed in
such research, with emphasis being placed on the necessity of enhancing cyber security
through defensive cyber responses.

Given the importance and complexity of cyberspace, CSA is increasingly being viewed as an
essential skill for all modern organizations and individuals. Consequently, this survey aims to
emphasize the fundamental significance of CSA and to offer an in-depth analysis of its
practical application methods across various industries. Through this, readers will be
systematically familiarized with a 5-step CSA-centric approach, laying a foundation for active
participation in this research domain. The entire process of CSA, from current situation
awareness to future threat predictions, is comprehensively covered by this 5-step methodology.
This research is designed to assist all readers whose interests are centralized around CSA and
its applications. The main contributions of this research are outlined as follows:

1) A systematic review of recent research trends focused on CSA is conducted, proposing a 5-
step methodology for integrating and analyzing them.

2) An overarching overview of contemporary CSA technologies and application solutions is
provided.

3) Centering on the proposed methodology, profound discussions on current challenges and
future research directions are conducted.
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Excluding Chapter 1, the structure of this survey is organized as follows: In Chapter 2, key
research strategies for CSA are presented. Chapter 3 contains an in-depth review of research
post-2019 and their findings. In Chapter 4, the major challenges encountered in this field and
potential directions for future research are explored. The main content and conclusions of this
survey are encapsulated in Chapter 5.

2. Research Methodology

CSA is characterized by the ability to perceive and comprehend events and situations in
cyberspace in real-time [5-6]. Unlike traditional cybersecurity methods that often react to
threats as they arise, CSA proactively analyses security events to enhance decision-making in
the digital domain. It plays a pivotal role in contemporary security challenges, incorporating
diverse elements such as human factors, Augmented Reality (AR), and Digital Twins (DT) [6].
National cyber capabilities, including CSA, prioritize the resilience of critical infrastructures
and emphasize the need for sharing cybersecurity information. As cyber spaces diversify, CSA
increasingly integrates concepts like digital twins, artificial intelligence, and big data fusion,
distinguishing itself from other cybersecurity techniques by its emphasis on a comprehensive
and predictive approach.

This study adopts a structured, step-by-step approach inspired by [11], specifically tailored for
the CSA domain. This approach, distinct from the direct application of techniques from [11],
adapts its systematic methodology to enhance CSA's effectiveness. The aim is to augment
situation awareness systematically and efficiently through a 5-step method. These steps are
uniquely formulated to address the complexities of CSA, offering a fresh perspective that
diverges from existing CSA research. They include:

1) ldentification of the Current Situation and Awareness: This step involves real-time
detection and analysis of events in systems like power and naval digital systems,
crucial for preventing economic and national losses [12,13]. It includes advanced log
analysis, streaming data processing, and anomaly detection using machine learning,
differentiating it from later steps by focusing on immediate event detection and
analysis.

2) Assessment of Attack Impact and Vulnerabilities: Here, the consequences of a cyber-
attack are evaluated, including system vulnerabilities [5]. This phase, distinct from
the first, moves from detection to an in-depth assessment, involving vulnerability
assessment techniques, attack trees, and impact analysis.

3) Tracking the Evolution of Situations and Attacker Behavior: This phase offers
insights into the progress post-attack, emphasizing understanding the motives and
methods of attackers [20,21]. It differs from the first step by focusing on the
progression and analysis of the attacker's behavior and tactics, rather than initial
detection.

4) Root Cause and Forensic Analysis: Post-attack, this phase involves a detailed
investigation into the causes and actions involved [15,22,23]. It encompasses
memory, network, system, and OS-level forensics, along with malicious code
analysis.

5) Future Situation and Threat Prediction: The final step involves predicting future
cyber threats based on past incidents [24-26]. It employs machine learning for threat
prediction, threat intelligence analysis, and cyber security trend analysis.
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Fig. 1. The CSA-centered approach is considered an essential requirement for understandlng events
and situations occurring in cyberspace.

Fig. 2 illustrates this CSA-centered approach, highlighting its necessity in understanding cyber
events and situations. Each phase of the CSA is differentiated by its unique research issues
and techniques, addressing different aspects of cyber situational awareness. This model's
effectiveness lies in its comprehensive coverage of various stages of cyber threats, from initial
detection to future prediction, offering a more holistic approach than existing CSA research.
It recognizes the interconnectedness and potential overlaps of various topics and techniques,
underlining the complex nature of CSA. This complexity emphasizes the importance of CSA
research as a key tool for addressing security issues in the modern digital environment.

2.1 Current Situation and Identification Awareness

In systems such as power systems and naval on-board digital systems, economic and national
losses can be incurred from a single event [12,13]. Consequently, real-time event detection
and analysis are essential processes to ensure the system operates safely by informing
appropriate actions based on the situation. Although the complexity of systems continues to
increase, enhancing situational awareness capabilities can be of significant assistance to
system administrators in managing them [14,15]. For executing these processes effectively,
various algorithms and systems have been researched:
- Real-time Log Analysis and Event Detection Techniques: Logs are records of various
activities in the cyber environment. By collecting and analyzing logs in real-time, it is
possible to instantly detect anomalies or threatening activities. Advanced log analysis tools
require various heuristics and algorithms to detect anomalies with complex patterns.

- Streaming Data Processing and Analysis Methods: Data generated in the cyber
environment continuously streams in. This streaming data requires a different approach
than traditional batch processing. Technologies and algorithms to process streaming data
in real-time are central to research and play a crucial role in detecting recent cyber threats
in real-time.

- Cyber Event Processing in Parallel and Distributed Computing Environments: To
process large volumes of data and complex algorithms in real-time, high-performance
computing resources are essential. Parallel and distributed computing technologies are
among the primary solutions to meet these needs, distributing data and computational tasks
across multiple nodes to enhance processing speed.

- Anomaly Detection Algorithms using Machine Learning and Deep Learning: Unlike
traditional signature-based IDS, machine learning and deep learning detect anomalies
based on training data. This enables the effective detection of unknown new threats or
highly variant attacks.

- Comparison and Integration of Signature-based and Behavior-based IDS: While
signature-based IDS detects based on patterns of known attacks, behavior-based IDS
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detects anomalies by comparing against the system's normal operational pattern.
Considering the strengths and weaknesses of both approaches, an integrated IDS system
can possess more potent detection capabilities.

- Network Traffic Analysis and Pattern Recognition: Network traffic fundamentally
reflects activities in the cyber environment. By analyzing patterns within the traffic,
threatening activities or anomalies can be effectively detected. Pattern recognition
algorithms and statistical methodologies play a pivotal role in this analysis.

2.2 Assessment of Attack Impact and Vulnerabilities

In this phase, the consequences of a cyber-attack, including its impact, are understood, and the
vulnerabilities of the system are assessed, playing a pivotal role in determining how future
threats should be addressed [5]. Such assessments have been discussed in much research long
before they became a new concept [16-19]. Topics and techniques that are valuable for
research in this area are described as:
- Vulnerability Assessment Techniques: Within this category, security flaws within the
system are identified, and the potential impact these flaws might have on attackers is
evaluated. Exploration of new methodologies and algorithms to enhance the efficiency and
accuracy of existing vulnerability scanning tools is required.

- Attack Trees and Vulnerability Graphs: This category encompasses tools and
methodologies used for visualizing and analyzing cyber-attack pathways. Through this,
potential attack routes an attacker might take to access the system and the most vulnerable
attack points can be identified.

- Impact Analysis: This category deals with analyzing which parts of a system are affected
by a cyber-attack, and what consequences this might have for users or organizations. This
could include outcomes such as data loss, service interruptions, and financial losses.

- Simulation and Modeling: This category is about methodologies for testing system
vulnerabilities or evaluating the impact of attacks in simulated scenarios. This allows for
proactively addressing threats in actual environments.

2.3 Tracking the Evolution of Situations and Attacker Behavior

This phase provides profound insights into understanding exactly what is happening by
tracking the progress after the occurrence of a cyber-attack or threat. Specifically, in this phase,
it's important to grasp the motives, methods, and behavioral patterns of the actor [20,21].
Researchers looking to explore topics and techniques related to this should consider papers
within the following categories:
- Behavioral Analysis and Pattern Recognition: This category covers technigques used to
understand and predict the behavioral patterns, tactics, techniques, and procedures (TTPS)
of specific attackers or attack groups. Through this, the motives and next moves of the
attackers can be inferred.

- Interaction Analysis with the Victim: This category is about analyzing interactions
between attackers and victims to discern the attacker's objectives and intentions. This can
be done through communication patterns, the tools and methods used, among others.

- Intelligence and Information Sharing: This category encompasses mechanisms and
protocols for integrating and analyzing information from various sources to provide an
accurate situational picture.

- Real-time Data Streaming and Analysis: This category encompasses methods for
monitoring and analyzing the progression of cyber-attacks or threats in real time.
Algorithms and tools for rapid processing of large datasets fall under this category.
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2.4 Root Cause and Forensic Analysis

After a cyber-attack occurs, it is vital to meticulously analyze the causes and traces, identifying
which elements or actors were involved and the specific actions they took during the process
[15,22,23]. The categories of topics and technologies that researchers should focus on related
to this are as follows:
- Memory Forensics: Methods analyzing traces in memory related to the attacker's actions
or the activities of malicious code are researched.

- Network Forensics: Research that analyzes network traffic to identify attack traces and
communication patterns of malicious code.

- System & OS-level Forensics: Research conducts analysis of operating systems or system
logs, configuration files, etc., to trace the cause of an incident or an attacker's actions.

- Malicious Code & Virus Analysis: Research focuses on in-depth analysis of the
functionality, behavior, and communication patterns of malicious code or viruses used in
an attack.

- Timeline Analysis: Research aims to reconstruct all activities in the order they occurred
to grasp the entire flow of the attack and the intent of the attacker.

- Data Recovery & Cryptanalysis: Research investigates recovering and interpreting
deleted or encrypted data to understand the overall context of an incident.

2.5 Future Situation and Threat Prediction

Predicting future situations and threats is a crucial aspect of a holistic view of cyber security.
The aim at this stage is to predict potential changes in future threats or the cyber security
landscape based on past incidents or the current situation [24-26]. Noteworthy categories of
topics and technologies related to this include:
- Threat Prediction using Machine Learning & Deep Learning: Research on algorithms
that learn from past data and current trends to predict future cyber threats.
- Threat Intelligence: Research analyzes information collected from various sources to
understand future threats to specific organizations or systems.
- Predicting Malicious Code Behavior: This research analyzes the potential evolution and
threats posed by various types of malicious code.
- Risk Management & Evaluation: This study focuses on methodologies for managing and
evaluating future risks, considering the current security posture and potential threats.
- Scenario-based Prediction: This research involves constructing various cybersecurity
scenarios to anticipate threats in specific future contexts.
- Cyber Security Trend Analysis: This study examines future technology trends and
industry movements to anticipate changes in cybersecurity.
- Cyber Strategy & Policy Prediction: This research aims to predict potential threats
arising from changes in national or major organizational cyber strategies and policies.

By exploring these topics and techniques, the essential content and importance of the 'Future
Situation and Threat Prediction' phase are understood. Through the fifth step of the CSA,
security experts are enabled to perceive threats in the future and to develop effective response
strategies accordingly. This plays a pivotal role in protecting an organization's or individual's
digital assets. Research on the CSA has drawn the attention of many researchers due to its
complexity and diversity. In this chapter, the procedure of CSA was divided into five steps,
and research topics and technical categories associated with each step were examined.
Through this, the overall structure and operational principles of the CSA can be comprehended.
Moreover, it was recognized that various topics and techniques might be interconnected, and
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some may have overlapping elements. Such a complex structure and relationship emphasize
the importance of CSA research. CSA serves as a key tool for addressing security issues and
threats in the modern digital environment. Therefore, such research will greatly assist in
establishing future cybersecurity strategies and measures. To conclude this chapter, it is
emphasized that research on CSA needs to continually evolve and develop. A deep
understanding of each process and category will provide us with better security solutions and
equip us with the capability to effectively counter threats in cyberspace.

3. Related Works

In this section, all papers, reports, etc., related to CSA are meticulously reviewed and analyzed
based on the approach explained in Fig. 1. To reflect the latest trends, all these literatures were
constituted of works from 2019 and beyond.

3.1 Current Situation Identification and Awareness

In the initial stages of CSA, the current situation and identification awareness play crucial roles
by capturing the current state of the network or system. On this basis, security threats are
detected. Depending on the characteristics of each field, these awareness methods and
strategies can be applied differently. In the maritime field, due to its nature, computation and
communication from remote locations are essential, making it potentially vulnerable to cyber-
attacks. To counter this, research was conducted on building a platform to detect cyber-attacks
in real-time and refine maritime CSA [13]. In the research below, the authenticity, freshness,
completeness, and reliability of logs and threat data were emphasized. It was also proposed
that maritime CSA can be achieved through the automatic classification of attack patterns [20].
However, a limitation of this approach is the difficulty in automatically predicting the spread
and impact of an attack.

Cyber-Physical Systems (CPS) refer to systems that control and monitor physical processes
through computer-based algorithms and networks [27]. These systems interact with the
physical environment through real-time data analysis and feedback, playing a pivotal role in
various application areas such as automobiles, power grids, medical systems, and smart cities.
A digital twin represents a virtual representation of a physical entity or process, collecting
information from the real environment to represent, validate, and simulate the current and
future behaviors of the physical twin [28]. A prototype of a CSA framework for CPS based on
digital twins was introduced in a piece of research [29]. The core of this framework is the
virtual environment hosting the digital twin. Data from the physical environment, such as
system logs, network traffic, and sensor measurements, is collected, reflecting the program
state of the digital twin. Through this state replication mechanism, the operation of the digital
twin can be monitored at the program and network layer, and intrusions can be detected. As
the digital twin is generated from the specifications of the CPS, it should represent the correct
operation of the actual device. The prototype is based on Mininet-WiFi [30], capable of
executing International Electrotechnical Commission (IEC) 61131-3 code in the context of the
digital twin. This enables emulation or simulation of the device's functions, a crucial element
in CSA.

In the field of cyber security and CSA, the importance of data from various fields has been
emphasized recently. Research proposing a framework to enhance CSA using various data
sources conducted pattern extraction and prediction in data-centric software, focusing on
neural networks and machine learning methodologies [31-34]. Serverless computing
frameworks were utilized to optimize the cost and speed of machine learning solutions. This
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technical approach was based on use cases for public safety solutions. This research explored
ways to enhance the efficiency and accuracy of CSA through the integration of machine
learning and serverless computing.

There's also research that presented datasets for CSA in the power production sector. In this
research, methods correlating the impact of selected Advanced Persistent Threats (APTSs) with
each stage of the cyber kill chain were explored [35]. As a result of this research, a new dataset
called Cyber Situational Awareness System (CYSAS)-S3 was introduced. CYSAS-S3 is a new
dataset designed to bridge the gap in the availability of consistent, reliable, and unbiased data
for training automation in the context of cyber defense. Most existing network datasets [36-
43] do not provide comprehensive information across all communication layers and are
synthetically generated in scenarios that do not reflect the unique challenges of cyber defense
operations. Furthermore, these datasets overlook the relationship between incidents at the
hardware/software level and the impact on military mission assets and objectives, bypassing
the chain of dependencies between strategic, operational, tactical, and technical areas. This
research presented a technical methodology to evaluate and enhance CSA, focusing on the
relationship between APTs and the cyber kill chain.

Due to the countless occurrences of cyber security issues in networks, efforts are actively being
made to ensure the safety of networks. As a result, real-time network monitoring and Intrusion
Detection Systems (IDS) utilizing machine learning are sometimes being employed. In this
context, a novel approach combining Software Defined Networking (SDN) and machine
learning to enhance CSA has been introduced in recent research [44]. In this research, network
flows were monitored in real-time using SDN, and the vulnerabilities of each entity within the
network were evaluated through it. Moreover, an IDS based on Machine Learning (ML) was
developed using an enhanced dataset, and a feature to detect ongoing attacks in real-time was
implemented. The ML-IDS was trained using neural networks (NN). Considering the
existence of multi-class classification problems and following literature [45-48], Rectified
Linear Unit (ReLU) was used in the hidden layers of the neural model, while the hyperbolic
tangent (Tanh) was used as the activation function. The output layer of the model employed
the SoftMax function. Additionally, a method to quantitatively assess the vulnerability status
of each entity using the Common Vulnerability Scoring System (CVSS v3.1) was proposed
[49].

In reviewing the studies presented in Section 3.1, a clear connection can be observed between
these research efforts and the specific techniques detailed in Section 2.1:

. The research on real-time cyber-attack detection in maritime environments,
exemplified by Jacq et al. [13], demonstrates an application of real-time log analysis
and event detection. This research highlights the necessity for accurate and reliable
log data, essential in promptly identifying cyber threats in maritime contexts,
resonating with the principles of real-time event detection techniques.

The development of a CSA framework for CPS incorporating digital twins, as
introduced by Eckhart and colleagues [29], aligns with streaming data processing
and analysis methods. This innovative approach effectively leverages continuous
data streams from the physical environment, showcasing a novel method of data
utilization for enhanced situational awareness.

The proposal of a machine learning-based framework for CSA enhancement, as
discussed in the work of Nesen et al. [31], connects directly with the use of anomaly
detection algorithms using machine learning and deep learning. This approach
underlines the significance of leveraging advanced computational techniques to
identify and predict cyber anomalies efficiently.
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The introduction of the CYSAS-S3 dataset, aimed at improving CSA in the power
production sector by Medenou Choumanof et al. [35], is particularly relevant to
network traffic analysis and pattern recognition. By focusing on the relationship
between APTs and the cyber kill chain, this research offers an advanced perspective
in network traffic analysis, crucial for understanding and mitigating cyber threats.
Finally, the innovative research combining SDN with machine learning to enhance
CSA, as explored by Nikoloudakis et al. [44], integrates aspects of both anomaly
detection algorithms and the combination of signature-based and behavior-based
IDS. This study not only utilizes machine learning for real-time threat detection but
also proposes a quantitative assessment of network vulnerabilities, embodying a
comprehensive approach to modern cyber situational awareness.

3.2 Assessment of Attack Impact and Vulnerabilities

In CSA, the assessment of attack impact and vulnerability evaluation is considered an essential
step. In this step, potential attacks and their consequences are assessed, vulnerabilities of the
system are analyzed, and response strategies are formulated. By this assessment and analysis,
preparation can be made in advance, minimizing damage during actual attacks. As an actual
example, a cyber-attack that occurred in Ukraine in 2015 led to a power outage in a CPS
environment, resulting in significant social and economic losses [50]. The importance of CPS
cyber vulnerabilities was highlighted by this incident. Consequently, vulnerability analysis
research centered on a specific attack scenario, False Alarm Attack (FAA), was conducted
considering the smart grid as a representative CPS [51]. In this research, the vulnerabilities of
CPS were thoroughly analyzed using two primary methodologies: the topology-evaluated
method (TEM) [52,53] and the functionality-evaluated method (FEM) [54,55]. The TEM
provides an analysis centered on the structural characteristics of the network using indicators
like clustering coefficients [56], average path lengths [57], and relative sizes of main
components [58]. On the other hand, FEM conducts an analysis focusing on the functional
characteristics of the network, identifying vulnerabilities after initial errors by observing
congested or disrupted areas in the network.

The stability and security of power systems are regarded as crucial issues, and especially,
criteria for evaluating stability when a specific component fails is important. In relation to this,
the term N-1 is used in power system operations. N-1 refers to a situation where one of the
entire system components has failed, with 'N' representing the total number of system
components and '-1'" indicating the failure of one component. Thus, the N-1 situation means a
scenario where one component in the entire system isn't functioning. Regarding the N-1
security standard, it mandates that the power system continue to operate safely under given
circumstances. In power systems that adhere to the N-1 security standard, research has been
conducted analyzing the impact of Coordinated Cyber-Physical (CCP) attacks [59] to mitigate
Coordinated Cyber-Physical Attack (CCPA) [60]. In this research, the basic principles of CCP
[61] and research concerning the most severe CCPA [62] were referenced. The attack model
was analyzed using AC-based tri-level optimization [63], and for this, a methodology was
proposed to convert tri-level optimization into cone optimization using quasi-governmental
integration programming relaxation and primal-dual formalization methods.

Unoccupied aerial vehicles (UAVs) have been progressively developed and are how used in
numerous autonomous operations and application areas. Notably, their use in hazardous
environments, such as firefighting, has been drawing attention [64-67]. However, UAVS have
been widely recognized for their vulnerabilities to cyber-attacks, prompting research to
address these issues [68]. A combination of the Petri net model [69-72] and task performance
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models has been proposed for modeling and inferring the impacts of attacks and tasks.
In research aimed at identifying and analyzing common cyber vulnerabilities of websites,
various techniques and methodologies have been employed [73]. Technologies such as IP-API
[74], Port Scan [75,76], Click Jacking [77,78], Host Header Injection [79], and Reverse IP [80]
have been utilized to identify and analyze website vulnerabilities.
Profound insights into cyber-attacks and security vulnerabilities for CSA are provided by these
studies, which contribute to the establishment of a safer digital environment today. Specifically,
CSA for intricate systems like CPS is deemed of high importance, and continued technical and
methodological advancements are seen as crucial.
In Section 3.2, the studies contribute significantly to the assessment of attack impact and
vulnerabllltles each aligning with the techniques described in Section 2.2:
The research conducted on FAA in smart grids by Tu et al. [51] aligns closely with
the "Vulnerability Assessment Techniques'. This study employs both the TEM and
the FEM for a comprehensive analysis of CPS vulnerabilities. These methodologies
exemplify the identification of security flaws and the evaluation of their potential
impact, resonating with the principles of vulnerability assessment.
The examination of CCP attacks in power systems, as explored in the work by Zhou
et al. [60], corresponds with 'Impact Analysis'. This research, focusing on the N-1
security standard in power systems, highlights the significance of understanding the
effects of cyber-attacks on crucial infrastructure components, thereby providing
valuable insights into the consequences of such attacks on system stability and user
safety.
The study on cyber vulnerabilities in UAVs by Soikkeli and colleagues [68] reflects
the importance of 'Simulation and Modeling' in CSA. By employing a combination
of the Petri net model and task performance models, this research contributes to the
simulation and modeling of attack impacts, offering a methodological approach to
evaluate and mitigate vulnerabilities in autonomous UAV operations.
Lastly, the research focusing on common cyber vulnerabilities of websites by Kumar
and associates [73] illustrates the application of 'Attack Trees and Vulnerability
Graphs'. Utilizing various technologies like IP-API, Port Scan, and others, this study
aids in visualizing and analyzing cyber-attack pathways, contributing to the
identification of potential vulnerabilities and attack routes in website security.
These studies, by addressing different aspects of vulnerability and impact assessment,
reinforce the critical nature of this phase in CSA. They provide a deeper understanding of how
to evaluate and mitigate potential cyber threats, underscoring the necessity for continuous
advancements in vulnerability assessment and impact analysis methodologies.

3.3 Tracking the Evolution of Situations and Attacker Behavior

In the field of cyber security, various studies have been conducted to enhance CSA by deeply
understanding attacker behavior patterns, tools used, and their attack pathways. Among these
studies, a method has been proposed to analyze attack graphs to understand attacker activities
within the Cyber Kill-Chain and its specifics in a network [82]. This attack graph is generated
by collecting vulnerability and access control information from open-source network scanning
tools like Nessus [83] and is created using the MulVAL simulation engine [84].

Furthermore, research has been undertaken to precisely model attacker behaviors [85]. The
focus of this study is to minimize or prevent potential losses or damages to people, assets, and
information, based on a profound understanding of attack mechanisms. A methodology for
implementing an attacker agent based on a probabilistic optimization framework has been
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introduced and using the adversary view security evaluation (ADVISE) format [86], various
attack paths for CPS can be visualized and experimentally tested.

Research is also actively being pursued to enhance security situation awareness using large-
scale log data mining. A method has been proposed to apply graph neural networks for security
situation awareness, considering interactions between users suitable for graph data structures
[87]. This approach mines log data to extract user characteristics and predict user behavior
through graph neural networks, representing relationships between users and between users
and servers more accurately compared to traditional supervised or unsupervised algorithms.
Recent studies have highlighted the importance of cyber security while pointing out the
challenges faced by traditional security systems in detecting zero-day attacks or behavioral
changes [88]. As an alternative solution, the Honeynet-Docker (H-DOC) bait deployed in
Docker, a hybrid Honeynet model, has been proposed [89]. This method aims to lure attackers
and analyze their behavior patterns, with a particular focus on the SSH protocol. This research
has made a significant contribution to enhancing the accuracy of attack detection.

In Section 3.3, a series of studies contribute to a deeper understanding of attacker behavior,
tools used, and attack pathways, each aligning with the methods detailed in Section 2.3:

- The method for analyzing attack graphs, as proposed in the study by Haque et al.
[82], corresponds to the '‘Behavioral Analysis and Pattern Recognition’ category. By
generating attack graphs using open-source network scanning tools and the MulVAL
simulation engine, this research offers insights into attacker behavioral patterns,
tactics, and procedures within the Cyber Kill-Chain, highlighting the ability to infer
attackers' motives and next moves.

The research focused on modeling attacker behaviors by Gonzalez and colleagues
[85] is closely related to 'Interaction Analysis with the Victim'. This study, which
implements an attacker agent based on a probabilistic optimization framework and
uses the ADVISE format, provides a profound understanding of the interactions
between attackers and victims, revealing attackers' objectives and intentions.
Xu et al.'s approach to enhancing security situation awareness using graph neural
networks [87] aligns with the 'Real-time Data Streaming and Analysis' technique.
This study's application of graph neural networks to mine large-scale log data and
extract user characteristics demonstrates an advanced method for monitoring and
analyzing the progress of cyber threats in real-time, emphasizing the importance of
rapid data processing.
The H-DOC bait deployed in Docker, as explored in the work of Amal and associates
[89], resonates with the 'Intelligence and Information Sharing' category. This hybrid
Honeynet model, focusing on attracting and analyzing attacker behavior, especially
regarding the SSH protocol, contributes to the integration and analysis of
information from various sources, thus enhancing the accuracy of situational
awareness in cybersecurity.
Each of these studies, by addressing different aspects of understanding and tracking attacker
behavior, enriches the field of CSA. They provide valuable insights into the methodologies for
analyzing attacker interactions, predicting their behavior, and integrating information from
various sources for a more accurate and comprehensive situational picture.

3.4 Root Cause and Forensic Analysis

When cyber-attacks occur, it's imperative that the causes and traces of these attacks are
analyzed. In the realm of digital forensics, research that addresses situational awareness and
time-critical decision-making proposes the Digital Evidence Object (DEO) and aims to
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construct a framework for developing digital forensic investigation systems [90]. This research,
grounded in the basic principles of the DEO model, analyzes, and conducts digital forensic
investigations based on the 5W (Why, When, Where, What, Who).
The operation of Cyber-physical power systems (CPPS) has been widely adopted due to
advancements in power grids and information communication technologies [91-93]. To
address cyber security issues in these CPPS, it is essential that cyber-attacks are identified and
traced [94]. On the physical side, attacks are identified based on network topology and physical
location understanding combined with network error location algorithms. On the cyber side,
technologies integrating IP tracking, Media Access Control (MAC) layer tracing, and device
fingerprint recognition are utilized to trace the source of attacks.
Research has been conducted investigating various literature for implementing security models
in UAVs [95]. In this study, techniques were categorized into IP header-based [96], Messages
[97], and Traffic patterns. Forensic investigation techniques have been defined in terms of
incident handling (e.g., PC, mobile phone usage) [98], identification (e.g., suspect
identification, computerized evidence identification) [98], seizure (routine computer evidence
storage) [99], imaging (bitwise clone of fragment streams), hashing (MD5, SHA1, SHA25,
etc.) [98], analysis (evidence collection, etc.) [98], reporting (providing legal investigation),
and preservation (physical and intellectual protection of evidence).
Research exists that utilizes Border Gateway Protocol (BGP) Archive Data to analyze the
origins of cyber-attacks [100]. After profiling specific hacking cases of a North Korean cyber-
attack group [101], attack techniques were analyzed based on the MITRE ATT&CK
framework. Malicious Visual Basic Scripts within document files used in the hacking case
[101] were analyzed, from which Command & Control (C2) addresses were obtained.
Subsequently, BGP data was preprocessed and analyzed to visualize the network traceback
path.
In Section 3.4, various research studies provide significant insights into the forensic analysis
of cyber -attacks, aligning with the methodologies described in Section 2.4:
The study by Grigaliunas et al. [90], focusing on the DEO model for digital forensic
investigations, correlates with 'System & OS-level Forensics' and 'Data Recovery &
Cryptanalysis'. This research underlines the importance of analyzing system logs
and configuration files, as well as recovering and interpreting data to understand the
context of cyber incidents, embodying the principles of comprehensive forensic
analysis.
The research addressing cyber security in CPPS by Ni and associates [94] resonates
with 'Network Forensics' and "Timeline Analysis'. It involves the identification of
cyber-attacks based on network topology and the tracing of the source of attacks
using IP tracking and MAC layer tracing. This approach represents a methodical
examination of network traffic and communication patterns, as well as
reconstructing the sequence of events to understand the attack flow.
The study on implementing security models in UAVs by Alsulami [95] aligns with
'‘Memory Forensics' and 'Malicious Code & Virus Analysis'. This research
categorizes techniques such as IP header-based analysis and message patterns,
which are crucial for analyzing memory traces and understanding the behavior of
malicious code or viruses, providing a detailed perspective on forensic investigation
in UAV security.
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Finally, the utilization of BGP Archive Data to analyze cyber-attacks origins, as
explored by Youn et al. [100], corresponds with 'Network Forensics' and 'Data
Recovery & Cryptanalysis'. This study's profiling of specific hacking cases and the
subsequent analysis of BGP data to trace back network paths exemplifies the depth
of network forensics and the criticality of data analysis in understanding the origins
and progression of cyber-attacks.
Each of these studies contributes significantly to the field of cyber forensics, addressing
different aspects of forensic analysis from system and network forensics to the in-depth
examination of malicious code and data recovery. They underscore the necessity of
comprehensive forensic methodologies to accurately trace, understand, and respond to cyber
incidents.

3.5 Future Situation and Threat Prediction

Research has been presented that proposes a model to enhance CSA of Small and Medium-
sized Enterprises (SMEs) [102]. This model extended Endsley's situation awareness theory to
evaluate the CSA of SMEs [103]. The proposed model was validated using partial least squares
structural equation modeling with data collected from an online survey. From this analysis, it
was mentioned that SMEs should eliminate outdated password practices and be adjusted under
the UK's NCSC to maintain system security [104].
Research has developed an Atrtificial Intelligence (Al)-based prediction engine that classifies
vulnerabilities using various vulnerability reports collected through CyVIA [105], such as
NVD [106] [107]. This engine aids cyber defenders by classifying vulnerability reports based
on attack types, allowing for rapid analysis of attack types applicable to evaluated
infrastructure. The classification was done through Al-based prediction engines developed
using K-Means clustering [108], and Zero-Shot learning models (BERT, Flair, Transformer
models) [109,110]. Such approaches enable cybersecurity experts to quickly recognize and
respond to vulnerabilities, facilitating more effective responses to cyber-attacks.
There are research cases that combine Convolutional Neural Network (CNN) [111] and
Bidirectional Gated Recurrent Unit (BiGRU) [112] to improve the accuracy and efficiency of
network security situation prediction [113]. By integrating CNN and BiGRU and using the
Attention mechanism, weights were variably assigned based on situation attributes. Observing
that the results of the model converge to 0.98 indicates highly effective performance.
In research developing tools for Criminal Network Analysis (CNA) [114,115] to halt evolving
illicit activities within networks [116], it was demonstrated that models developed with Deep
Reinforcement Learning (DRL) [117,118] could exhibit better prediction performance than
those developed with conventional supervised learning techniques like GBM [119], RF [120],
and SVM [121].
In Section 3.5, the research studies focus on predicting future cyber situations and threats, each
allgnlng with specific categories in Section 2.5:
The model proposed to enhance CSA for SMEs by Renaud et al. [102] resonates
with 'Cyber Strategy & Policy Prediction'. By extending Endsley's situation
awareness theory and validating it for SMEs, this study contributes to understanding
how changes in cyber strategies and policies can affect the security of smaller
organizations, providing insights into future risk management and policy
adjustments.
The development of an Al-based prediction engine for vulnerability classification
by Malik and team [107] aligns with "Threat Prediction using Machine Learning &
Deep Learning'. This research, which employs advanced Al techniques like K-
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Means clustering and Zero-Shot learning models, demonstrates a method for
predicting future cyber threats based on analysis of past data and current
vulnerability reports, enhancing the capabilities of cyber defenders in identifying
and responding to emerging threats.
The combination of CNN and BiGRU to improve network security situation
prediction, as explored in the study by Hu et al. [113], is closely related to 'Risk
Management & Evaluation'. The integration of these advanced neural network
models, along with the use of an Attention mechanism, offers an innovative
approach to evaluate and manage potential risks in cyber security by accurately
predicting future security situations.
Lastly, the research on CNA tools by Lim and associates [116], which utilizes DRL,
aligns with 'Scenario-based Prediction'. This study demonstrates the utility of DRL
models in predicting the evolution of criminal networks and illicit activities, thus
contributing to the construction of various cybersecurity scenarios for anticipating
specific future threats.
Each of these studies advances our understanding of how to predict and prepare for future
cyber situations and threats. They emphasize the importance of using advanced data analytics,
machine learning, and Al techniques to analyze trends, evaluate risks, and formulate strategies
for future cybersecurity challenges.
Table 1 provides a comprehensive overview of CSA research from 2019 to 2023. It
categorizes each piece of research by main categories and provides detailed information on
their primary objectives, techniques, and methodologies used, limitations, as well as the
industry sectors where the research was applied. This table facilitates a quick understanding
of the latest research trends and directions in CSA. Additionally, by highlighting each
research's limitations, it underscores the necessity and directionality for future research. It is
important to note that the references in the 'Technique & Methods' field may differ from those
in the 'Research/Year' field. This is because Technique & Methods' references are meant to
cite the original sources or seminal works where these specific techniques and methods were
first introduced or detailed, while the 'Research/Year' references pertain to the specific studies
being discussed.

Table 1. CSA Research Overview (2019-2023)
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0. et | MITUME UK | S S ST i, | v
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refinement freshness, etc.)
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M. Eckhartet | CSA viadigital | Uy oo M| mismatch cps
Current al. [29]/2019| twins for CPS [30] with real
Situation and devices
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Awareness | A. Nesen et al. ith multimodal machine learning, |server use if | Public
[31] /2021 Wi dl;tall and serverless workload Safety
computing [33-34].| unchanged
R. D. Medenou| , CYSAS-S3 Cyber kill chain Dataset
Choumanof et dataset for POWET' correlation with _needs Powe.r
al [35] / 2022 generation sector selected APTS |s_olated Generation
CSA environment
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The content examined in this manner addresses the significance of CSA and its application
areas, and the implications can be summarized as follows:
1) Significance of research across various domains: CSA is considered an important research
topic in various domains, each with its specific challenges and objectives. Through this,

one can understand the significance of CSA and the diversity of its application areas.

2) Advancement and limitations of technology: Many research attempts to enhance CSA
using the latest technologies and methodologies, yet there remain problems and
limitations to be solved. This emphasizes the continuous need for research.

3) Need for an integrated approach: An integrated approach utilizing various technologies
and methodologies is essential for enhancing CSA. This is to meet the complexity and
diverse requirements of CSA.

4) Difference between research outcomes and real-world application: There may be
discrepancies between research findings and their real-world applications. Therefore,
thorough validation and testing are required before implementing research results in
actual environments.

5) Direction of future research: Research predicting future cyber situations and threats is a
crucial aspect of CSA. Through this, strategies can be devised to prepare for future threats
and enhance security.
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4. Challenges and Future Opportunities

With the rapid progression of the digital environment, the importance of CSA is escalating.
From ‘current situation and identification awareness' to ‘future situation and threat prediction’,
there are various challenges and opportunities. These challenges and opportunities were
identified based on the key elements from Section 3. Related Works. This section
systematically explores these challenges and opportunities, providing a deeper understanding
of CSA and suggesting directions for future research. Fig. 2 visually summarizes these
challenges and opportunities. These serve as vital guidelines in planning and implementing
CSA research and strategies and will be a useful reference for researchers and experts.

Challenges in Achieving Future Opportunities
Comprehensive CSA for Enhanced CSA

-

Complexity of Data pIiTA h Leveraging Al and ML
Volume, Vanety, Velocity ! % A Y Predictive Analysis,
7 I 1L L \
A

Automated Threat Response

L

Real-time Awareness Multimodal Data Integration

Instantaneous Threat Detection, Enhanced Data Fusion,

Dynamie Response Mechanisms (g Semantic Analysis
I
A 2900 7
Integrated Approach \ fﬁ@ ’ Collaboration and Sharing
Unified Data Streams. A @j 4 Inter-organizational Threat Intelligence,

Cormelation and Causation Analysis Open-source Platfors

- -

Fig 3. Depiction of the Challenges and Opportunities in Achieving Comprehensive CSA

4.1 Challenges in Achieving Comprehensive CSA

Firstly, in 'current situation and identification awareness', there's a challenge related to the
‘complexity of data' where massive amounts of data are continuously generated and need real-
time processing. In 'evaluation of attack impact and vulnerabilities', the need for 'real-time
awareness' is highlighted due to the rapid detection and response to various threats as they
emerge. Furthermore, in ‘tracking the progression of situations and attacker behaviors', the
importance of an ‘integrated approach' is emphasized, necessitating connections and
integrations between diverse data sources and platforms.

4.1.1 Complexity of Data

- Volume of Data: It has been observed that the volume of data in cyberspace is increasing
exponentially [122]. This burgeoning amount of data necessitates the employment of
sophisticated real-time processing solutions. Technologies in big data analytics and cloud
computing are being leveraged to handle this data efficiently.

- Diversity: The data in cyberspace, noted for its inconsistency [123], ranges from structured
formats to unstructured data like social media posts, images, and videos. Advanced
algorithms for extracting actionable insights from this diverse data are being explored, with
techniques in data mining and natural language processing being employed.

- Speed: The speed of data generation and processing in cyberspace is unparalleled [124].
High-performance and edge computing technologies are being considered to meet the need
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for rapid data analysis and threat detection.

4.1.2 Real-time Awareness

- Immediate Threat Detection: The need for immediate detection of cyber threats, owing
to their frequent occurrence, is emphasized [125]. The integration of Al and ML for rapid
analysis and identification of cyber threats is being pursued to improve immediate threat
detection capabilities.

- Dynamic Response Mechanism: The development of systems capable of initiating
immediate responses upon threat detection is being prioritized. This involves the creation
of self-adaptive cybersecurity systems that autonomously react to threats in real-time.

4.1.3 Integrated Approach

- Integrated Data Stream: The integration of data from diverse sources, such as network
logs, user activity, and external threat feeds into a single platform, is being advocated [126].
This approach aims to provide a holistic view of the cyber environment.

- Correlation and Causal Analysis: The capability of systems to link different data points
after data integration is being enhanced [127]. This includes the refinement of correlation
and causal analysis tools to establish relationships between various events in the cyber
realm.

4.2 Future Opportunities for Enhanced CSA

Potential future opportunities include leveraging artificial intelligence and machine learning
in "Cause & Forensic Analysis" to predict potential future threats based on past data
("Utilization of Al & ML"). "Future Situation & Threat Prediction" offers the opportunity for
"Multimodal Data Integration”, merging data in forms like text, images, and audio for a more
in-depth and comprehensive understanding of CSA. Lastly, emphasizing collaboration and
sharing in all research areas, opportunities for "Collaboration & Sharing" are presented,
including inter-organizational threat intelligence sharing and the development of open-source
platforms.

4.2.1 Leveraging Artificial Intelligence and Machine Learning

- Predictive Analysis: The use of Al and ML for predictive analysis to foresee potential
future threats based on historical data is being investigated [128].

- Automated Threat Response: Training machine learning models to initiate automated
responses upon threat detection is a focus area [129].

4.2.2 Multimodal Data Integration

- Enhanced Data Fusion: Efforts are being made to integrate different forms of data, such
as text, images, and audio, to achieve a more comprehensive understanding of the cyber
environment [130].

- Semantic Analysis: Technologies like NLP are being utilized to derive deeper insights
from text data, enhancing the understanding of user behavior and potential threats [131].

4.2.3 Collaboration and Sharing

- Inter-organizational Threat Intelligence Sharing: The sharing of threat intelligence
among organizations is being promoted to enhance CSA [132].
- Open-source Platforms: The development of open-source platforms for CSA is being
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encouraged to provide broader access to advanced tools and techniques, benefiting a wider
range of organizations.

The path to achieving comprehensive CSA is laden with challenges, but it also offers
significant opportunities for advancement through technology and collaboration. The future
direction of CSA research should focus on these specific areas, leveraging the latest
technological innovations to create a safer, more secure cyberspace.

5. Conclusion

The exploration of CSA within this study highlights the evolving complexity of information
security in the digital and communication networks of cyberspace. The significance of CSA
has been underscored, establishing it as a pivotal component of cyber security strategies. It
focuses on the identification, understanding, and response to a wide array of cyber threats, a
capability deemed essential, particularly from a defensive perspective.

This research introduced a systematic five-step approach to CSA, aiming to systematically
enhance situational awareness. It segments the CSA process into stages encompassing current
situation identification, attack impact assessment, tracking situational evolution, forensic
analysis, and future threat prediction. The application of this approach is vital across various
industries, such as finance, healthcare, manufacturing, communication, transportation, and
energy, highlighting its increasing relevance and the need for deeper insights into these sectors.
From the survey and analysis of recent CSA research works, as detailed in Table 1, several
key implications have emerged:

- Diversity in Application Areas: The research surveyed demonstrates CSA's
applicability across different sectors, each presenting unique challenges and
necessitating tailored approaches. This diversity underscores the flexibility and
wide-ranging impact of CSA strategies.

Technical Challenges and Innovations: The studies reveal ongoing challenges in
processing vast data volumes, achieving real-time awareness, and integrating
diverse data sources. Concurrently, they showcase innovative solutions and
technologies addressing these challenges, underscoring the dynamic nature of CSA.
Future Directions and Opportunities: The advancements in artificial intelligence,
machine learning, and multi-modal data integration present promising avenues for
further enhancing CSA. Additionally, the potential for expanded effectiveness
through cross-organizational collaboration and information sharing is evident.
The comprehensive understanding of CSA provided by this research aims to fuel active pursuit
in its research and development. The findings and recommendations serve as foundational
references for implementing CSA in real-world cyber security scenarios.
In future studies, it is to be recommended that the integration of detailed case studies, which
demonstrate the application of CSA in real-world scenarios, will be undertaken, alongside the
exploration of specific implementation strategies and advanced technologies. Through these
additions, deeper insights into the implementation and impact of CSA strategies are to be
gained. Moreover, the proposed CSA methodologies are to be subjected to comparative
analysis against other existing frameworks or approaches. This analysis is expected to
elucidate the relative strengths and weaknesses of the methodologies, thereby assessing the
unique contributions of this research within the broader context of CSA studies. Such ongoing
research and development are essential for strengthening cyberspace safety and security, and
for proactively protecting organizations and individuals from emerging cyber threats.
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